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But first, the basics 
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I. Jurisdiction



Law applicable to privacy

• For federally regulated business:

• Personal Information Protection and Electronic Documents Act (PIPEDA), 

S.C.2000, c.5,

• For provincially regulated business (Extractive Sector, 92A The 

Constitution Act 1867)

• In Alberta, British Columbia and Quebec: 

• Personal Information Protection Act (2004) – (PIPA)

• Personal Information Protection Act (2004)

• An Act respecting the protection of personal information in the private sector

(1994)

• PIPEDA
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Basics of privacy

• “Personal information “ is information about an identifiable individual 

except business contact information”, (PIPA) s. 1 (1) K)

• Privacy is a fundamental right and PIPA has quasi-constitutional status: 

Alberta Information and Privacy Commissioner v. UFCW Local 401, 2013 

S.C.C. 62
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Since privacy is a fundamental right…

• It is only subject to  “reasonable limits”, section 1, Canadian Charter of 

Rights and Freedoms

• “Reasonable limits” are defined according to 4 part test of 

• Necessity

• Proportionality

• Effectiveness

• Lack of alternatives

R v. Oakes 1986, 1 SCR 103 

• In the workplace, right to privacy may be limited by

• Operational imperatives to deliver the mandate of the organization

• Strictly according to what is necessary to respond to these imperatives

• In a manner so effective that it justifies the intrusion upon privacy

• In the absence of less intrusive alternatives   
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II Workplace privacy – General
1. The frequent fliers



#1 Access to personal file

• Context: 

• Usually around labour disputes

• Involving very broad search and/or third party information

• Issue: 

• Extent of the right of access

• Scope of obligations of the organization

• Law: 

• Request must be in writing and organization must assist as necessary

• Must be dealt with in 30 days unless exceptions apply

• Refusal must be reasoned

• No access to third party personal information except with consent or for safety

• Notification of relevant institutions if requests relating to law enforcement 
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#2 Collection of information for employment 

purposes

• Context: employer needs information to deliver pay, approve leave, 

collect garnishments, ensure safety and assess performance

• Issue: extent of the right to privacy as a limit to collection

• Law: 

• Collection must be limited to what is necessary to fulfill its purposes

• E.g. sick leave approval does not require medical information other than medical recommendation 

on length of sick leave

• Employee must be made fully aware of collection

• E.g. if video surveillance is justified, there must be proper signage

• Purposes must be made clear

• E.g. need for personal information in case of emergency

• Where possible there should be a less intrusive alternative

• E.g. specific bank account for direct pay deposit rather than collection of personal bank account 

number
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#3 HR breaches

• Context: Human Resources departments hold the most sensitive 

personal information and suffer most damaging breaches    

• Issue: Ensuring proper safeguards

• Law: 

• “Personal information shall be protected by security safeguards appropriate to 

the sensitivity of the information” , Principle 4.7 Model Code

• “More sensitive information shall be protected by a higher level of protection.” , 

4.7.2

• Methods of protection should include: 

• Physical e.g. secure areas, locked cabinets

• Technological e.g. encryption, passwords

• Administrative e.g. staff training, access restrictions, protective practices

OPC Ten Things HR Professionals Need to Know about Privacy
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II Workplace privacy – General 
2. The Newcomers



#1 Surveillance

• Context: surveillance capacity is increasingly used in operational 

monitoring

• Issue: integrating employers’ duty to monitor and employees’ privacy 

• Law: 

• Video surveillance is compliant with privacy where: 

• There is demonstration of need (e.g. protecting property)

• Surveillance is proportionate to that need (e.g.  limited to the area of the property that requires 

surveillance to meet the purpose)

• There is no collection of information without consent (e.g. employees are properly notified)

• Surveillance information is used for the purpose announced

• Information is kept secure

Eastwood v. Canadian Pacific Railway, 2004 F.C. 852 
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#1. Surveillance…

Monitoring employee computer use

• Context: Employee monitoring for system integrity, legality of computer 

use,  or investigation upon reasonable beliefs of wrong doing

• Issue: extent of employee computer privacy in the workplace

• Law: 

• Employee expectation of privacy is limited by employer’s  justified need to 

monitor  

R v Cole  2012 S.C.C. 53 

• Employer must offer 

• Clear policies on privacy in the workplace

• A governance structure to ensure compliance and conduct audits

• PIAs on any program that may have privacy implications

• Risk mitigations strategies to address privacy risks brought in the PIA

• Notification and training of  employees

BC OIPC Investigation Report F 15-01 Use of Employee Monitoring 

Software by the District of Saanich
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#2 Social networking in the workplace

• Facts: Employers and potential employers seek personal information on 

social networks

• Issue: Extent of protection of personal information on social networks

• Law:

• Personal information remains personal on SNS and is subject to privacy law

OPC 2012-2013 Annual Report

• Employee and candidates expectations of privacy on Social Networking Sites 

(SNS) should be low

• Employee privacy is further curtailed by employer right of supervision for SNS 

use on work computers

• Violation may lead to grievance, complaint or lawsuit

• OPC Guidance on Social Networking in the Workplace
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#3 BYOD

• Context: BYOD is a reality, officially or unofficially, and it needs to be managed

• Issue: Security of personal information databases

• Law: 

• “Personal information shall be protected by security safeguards appropriate to 

the sensitivity of the information”

• The measures of protection should include physical measures, organisational 

measures, and technological measures 

Principle 4.7 Model Code

• Physical measures include standards for storage

• Administrative measures should include risk assessment, PIA, BYOD policy 

and employee training

• Technological measures may include containerization and encryption

Is a BYOD Program the Right Choice for your Organization?

Privacy Risks of a BYOD Program

Alberta, British Columbia and Canada Commissioners 
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II Workplace privacy 

Wearables
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1. Privacy relevance

• Context:

• Smaller than ever and getting smaller by the day

• Collecting more data than ever before

• Collecting sensitive data

• Transmitting instantly and, potentially, widely.
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• Issue: legal definition of necessity to justify heightened intrustion

• Law: To be privacy compliant, there must be 

• Reasonable purpose, e.g. efficiently deploy staff, locate staff in time of 

emergency, or produce accurate billing for local work

• Proportionate and consistent use with reasonable purposes

• Strict limitation of access

• Policy well communicated to employees

• No performance assessment

• No continuous monitoring 

BC OIPC Report on ThyssenKrupp Elevator Ltd and Kone Inc, 
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Commissioners’ BWC guidance as a reference:

• Canada Privacy Commissioners’ Guidance for the use of body-worn 

cameras by law enforcement authorities (in collaboration and 

consultation with provincial counterparts)

• Privacy Impact Assessment: justify necessity, demonstrate effectiveness, 

assess proportionality, consider alternatives

• Should take reasonable steps to inform the public

• Sensitive to context (in private residence vs outside)

• Intermittent recording easier to justify than continuous

• Safeguards: encryption, restricted access, edit-proof, audit trail<

• Caution regarding analytics

• Personal health information legislation may apply
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Governance paradigm for wearables
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One suggested paradigm

Christopher Wolf, Jules Polonetsky, 

and Kelsey Finch, “A Practical 

Privacy Paradigm for Wearables” 

(January 8, 2015)

• Respect for expectations created 

by the context in which the 

collection occurs

• Balance the PIA with a DBA (data 

benefit analysis) to determine a 

true cost-benefit of the data 

collection and retention

• Nature of the benefit, identity of the 

beneficiary and likelihood of 

success

• Transparency about planned uses

• De-identification wherever 

possible and transparency 

regarding de-identification 

methods

• Individual access through choice 

regarding sharing and data 

portability

• Appropriate security, including of 

the device, on the devise and in 

the cloud

• Sectoral codes of conduct

http://www.futureofprivacy.org/wp-content/uploads/FPF-principles-for-

wearables-jan-2-15.pdf
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Key issues for the PIA

• Demonstrable need

• Information collected is relevant for the purposes

• Loss of privacy proportional to the benefit

• Less invasive measures considered

• Notice

• Consent

• Safeguards

• Accountability (including access)
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Need and relevance

Demonstrable need 

• Allow for provision of information 

to police officers in real time. 

• Evidence of what happened in 

police interaction (may 

compliment and contradict 

bystander cell phone footage) 

• Provide hospital staff with real 

time information from EMS and 

ability to provide meaningful 

remote assistance to EMS staff 

Relevance to purpose 

• Provides info without officer 

having to interact with radio = 

show me instead of tell me 

• Video evidence would be relevant 

in SIU investigation 

• Data from ambulance relevant to 

treatment and may be relevant to 

SIU investigation 

• Bystander information is not 

directly relevant but could be used 

to identify witnesses and other 

suspects 
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Proportionality

Proportionality to loss of privacy 

• Highly sensitive images 

• Potential loss of practical 

anonymity of bystanders caught 

on camera 

• Potential for misuse if not always 

on but loss of privacy for 

employee police officer if always 

on 

• Are these issues exaggerated 

when everyone is equipped with a 

camera on their phone? 

Less invasive measures assessed 

• Crime scene photos require 

greater reconstruction 

• Witness memories and 

perceptions are notoriously faulty 

• Transmitting data while speaking 

can take eyes and hands off of 

patient 
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Would you also? 

Is this what's different? 

• For these types of applications, can privacy be viewed in isolation? 

• Or is privacy a gateway to other issues? 

• Employment laws, human rights, Charter rights, insurance, evidence laws? 

• Consider defined values of the organization? 

• Consider social norms / values of civil society? 

• Stakeholder consultation? 

• Focus groups on specific issues? 

• Conduct trials with volunteers? 

• Regulator consultation? 
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Notice, Consent, Safeguards & Accountability 
Notice & Consent

• Sensitivity of data 

• How to give notice? 

• Other than in the 

consumer context, it 

consent really 

relevant? 

• Issues around 

availability of data to: 

• Insurers 

• Employers 

• Courts 

• Media 
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Safeguards 

• Device and transmission 

security 

• Storage security 

• How will access be 

limited? 

• Should this data ever be 

destroyed? Public benefit 

over private interests? 

• Grave consequences of 

misuse 

• Analytics context - can be 

de-identified 

• Manipulation of data 

could call into question 

evidentiary value; strong 

audit trails and protection 

from manipulation 

Accountability

• Different 

emphasis of 

issues in PHIPA, 

FIPPA and 

PIPEDA contexts 

• Meaningful 

access (severing 

data) 

• Lifecycle issues 



A different type of employee policy
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Employer may now be a service provider 

• Consider wearables user agreement 

• Two-way obligations 

• Administrative obligations 

• Technical controls 

• Managing operations 

• User responsibilities 

• Employer access and ownership 

• Monitoring 

• Employee access and portability 
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Administrative Issues

Service level standards 

• IT/IS's commitment 

• Ready or not - IT/IS is now a 

service provider to employees 

• Employee's commitment 

Prescribed devices 

• Limit suite of supported devices 

• No unencrypted flash drives!! 

• Directory of supported devices 

• Caution against upgrades before 

testing 

Administrative prerequisites 

• Who qualifies? What approvals? 

• Number of devices per individual 

• Financial support (or not) 
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Technical controls 

IT/IS controls 

• Device must be registered with IT 

• Inventory of devices 

• Encrypted storage 

• Digital Certificates 

• No manipulation 

• Strong authentication controls 

• No circumvention 

Mobile device management 

software 

• Implement 

• Explain! 

• Audit of compliance with IT 

standards 

• Remote disabling, wiping 

• App / Software restrictions 
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Managing day-to-day risk 

Managing Online Risk 

• Use malware protection 

• Comply with authentication 

requirements 

Unsecured WIFI 

• Explain Risks 

• Policy against unsecured

Restricted sites 

• Safe Apps & Software directory 

Maintenance 

• Update malware protection 

• Applying operating system 

patches 

• IT MUST cooperate 

Backups 

• User responsible for own data 

• IT - don't frustrate with 

unnecessary controls 
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User responsibilities 

Data control and access 

• Data stored on network not device 

Segregation of data 

• Work data in work apps 

• Personal data in personal apps 

Physical security 

• Device must not be left 

unattended 

• Loss of possession reported 

immediately 

• No family-sharing of devices 

Responsibilities on termination of 

employment 
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Employer access and ownership 

• Rights of Employer Access 

• Internal investigations 

• Regulatory investigation 

• Company litigation 

• Compliance audits 

• Confidentiality to Employees 

• You are now a service provider 

• Rights & Interest in Data 

• Waiver of ownership or rights in 

business data 

• Responsibilities on termination of 

employment 
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Monitoring

• Consequences of Monitoring 

• Who gets the reports? 

• What are the consequences of 

violation? 

• Where is the monitoring data 

kept? 

• How long is the monitoring data 

kept

• Scope of Monitoring 

• Usage 

• Geolocation 

• Types of Apps 

• Attempts to jailbreak 

• Personal data 

• Purpose of Monitoring 

• Policy enforcement 

• Productivity 

• Monitoring Methods 

• Automatic with reporting 

• Automatic with exception reports 

• Reasonable suspicion 
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Employee access 

Employee access 

• Access to the data 

• What data will not be provided? 

• How to get more information?

Access by & disclosure to others 

• Stored in Canada? In U.S.? 

• Advise that laws of other 

jurisdiction may apply 

• Available to foreign corporate 

parent? 

• For what use? 

• Circumstances in which disclosed 

to law enforcement 
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Transparency
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Extractive Sector Transparency Measures Act 

(S.C. 2014, ch. 39 376)

• Context: mandatory reporting on payments to government bodies

• Issue: risk of disclosure of personal information

• Law: 

• disclosure of payments without identifiers

• Policies to exclude personal information
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Privacy risk management
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Employer strategies

1. Identify applicable law

2. Adopt a governance structure to ensure privacy in the workplace

1. Designated official with reporting structure for privacy compliance 

2. Regular audits to ensure privacy compliance

3. Devise workplace policies on the basis of evidence of operational 

need

4. Submit planned  policies to PIA

5. Adopt privacy respectful workplace policy

6. Notify employees on a timely basis

7. Train employees on privacy in the workplace

8.    Safeguard employee information 
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The risks, if not…

• Risk of unlawful collection or use of personal information

• E.g.: one organization requested diagnostic information about family member to 

justify caregiving leave for the employer 

• Unlawful disclosure

• E.g.: one executive performance assessment mistakenly sent to 321 

employees

• Breach

• E.g.: lack of access controls allowed one employee unauthorized access to 

personal information of another

• Implementation of overly intrusive practices

• E.g.:  using GPS to track employees on and off duty
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Employee remedies

• Federal public and private sector (Privacy Act and PIPEDA)

• Complaint to Office of the Privacy Commissioner of Canada (OPC) 

• Possible naming

• Provincial public sector (Freedom of Information and Protection of 

Privacy Act)

• Complaint to the Office of the Information and Privacy Commissioner(OIPC)

• Publication of report

• Provincial private sector

• Grievance  where applicable

• Torts – intrusion upon seclusion (Jones v Tsige, 2012 ONCA 32)
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The upshot

• Keep in mind that privacy is a fundamental right that applies to the workplace

• Consequently, respect its precedence over operational considerations

• Engage staff with 

• Clear internal privacy policies

• Training 

• Notification 
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